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Chapter 10 Outline

* In this chapter we will learn how to:
v Monitor system load
v Monitor disk usage

v Monitor log files
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Monitoring system load

« Monitoring
system load
— The /proc file system

~— Examining files in / proc

Viewing system load with xosvi ew

Viewing system load with KDE System Guard
— KDE System Guard screenshot

Observing memory statistics with vnst at

~— procinfo

Other tools for summarising system load

iIctzinnovation



The / proc file system

« The “files” under / pr oc make internal kernel information available
via normal file read commands
- There is a subdirectory for each process, named after the process ID

#1s -1 /[proc/1l
total O

dr - Xr-xr-x 3 root r oot O Apr 27 14:34 .
dr-xr-xr-x 112 root r oot O Apr 27 08:38 ..
-r--r--r-- 1 root r oot 0 Apr 27 14:34 cndline

| rwxr wxr wx 1 root r oot 0O Apr 27 14:34 cwd -> /
-r-------- 1 root r oot 0O Apr 27 14:34 environ

| rwxr wxr wx 1 root r oot 0 Apr 27 14:34 exe -> /bin/init
dr-x------ 2 root r oot 0O Apr 27 14:34 fd
“TW--- - - - 1 root r oot 0 Apr 27 14: 34 mapped _base
-r--r--r-- 1 root r oot O Apr 27 14:34 maps
-rW------ 1 root r oot O Apr 27 14:34 nem
-r--r--r-- 1 root r oot O Apr 27 14:34 nounts

| rwxr wxr wx 1 root r oot 0 Apr 27 14:34 root ->/
-r--r--r-- 1 root r oot 0O Apr 27 14: 34 stat
-r--r--r-- 1 root r oot O Apr 27 14:34 statm
-r--r--r-- 1 root r oot O Apr 27 14: 34 status
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The / proc file system (continued)

« The filesin/proc can be examined

with any standard command, e.g.
cat

 This example shows the status of
process ID=1 (init)

- Name, PID, Parent PID
- User and group identity
- Virtual memory statistics

- Signal status, etc ...

 This low-level data is used
by tools such as t op or
KDE System Guard that
display the information in
a nicer format
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# cat /proc/1/status

Nane:
St at e:
Tgi d:
Pi d:
PPi d:

Tr acer Pi

Ui d:

G d:
FDSi ze:
G oups:
Vnbi ze:
Vmick:
VNRSS:
VnDat a:
Vst K
VinExe:
Vi b:
Si gPnd:
Si gBl k:
Si gl gn:
Si gCqgt :
Capl nh:
CapPrm
CapEf f:

I nit
S (sl eeping)

WoOoQOork
ooo

620 kB

0 kB

256 kB

136 kB

8 kB

464 kB

0 kB
0000000000000000
0000000000000000
ffffffffd770d8fc
00000000288b2603
0000000000000000
0000000Of fffffff
00000000f fff feff

o o

o o

W



Examining files in / proc

« Examine some of the files in / proc:

==

Do now!

File

Description

/proc/cpuinfo

Information about the processor

/proc/interrupts

Allocation of interrupt vectors

/proc/ioports

Allocation of 1/0O port addresses

/proc/modules

Active kernel modules

/proc/partitions

The disk partitions and I/O statistics

/proc/mounts

Mounted file systems

/proc/fileystems

Supported file system formats

/proc/version

The kernel version

/proc/meminfo

Virtual memory statistics

/proc/sys/*

System and kernel information
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Viewing system load with xosvi ew

e XO0SsVi ewprovides a convenient bar-graph display of system load

« Command line options add to or subtract from the set of bar graphs

$ xosvi ew +di sk -int

LOAD

CPL

HEH

ShaP

PAGE

HET

DISK

xosview@snowhite

0,7

11%

45E8H

0

0

62K

0

FROCSAHMIHM

(5
I
4

sk #5Y5/FREE

USED+SHARAELUFF ACACHEAFREE

USED/FREE

INA0UTAIDLE

INA0UTAIDLE

REAL. AIDLE
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?Do now!

4——— Upper bar shows instantaneous value
Lower bar shows averaged value




Viewing system load with KDE System Guard

« KDE system guard can chart the variation of system load over time
 System load window supports charting of a number of 'sensors'

- Left-hand pane shows tree-structured view of sensors

« CPU usage, system load, disk activity, network activity,
memory usage, swapping, etc

- Just drag and drop the sensors onto the charts

* Sensors can be displayed using several types of chart

- Signal plotter: Scrolling chart showing variation over time

- Multimeter: “Digital multimeter” display
- Bar graph
- Sensor Log: Log readings to file at specified interval
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KDE System Guard screenshot

File Edit Settings Help
- PR = 31
T E&E s D) %
Sensor Browser System Load | Process Table ]
_"@:192'1 68.0.4 —Process Contraller —Load Average (1 min)
+-CPUD
+-Disk Throughput Name 'PID |PPID |UID |GID |Status | Userse |#]
+-Load ¥y ksysguardd 1828 1 65534 1828 running
+-logfiles F 1790 1728 0 1790 sleeping
—--I".I'I:emoryl 1 500 1769 sleeping
--Physical Memary " ;
i L ﬂ mingetty 1732 1 0 1732 sleeping 0.00
---mhppllcaﬂon Mem £ mi )
i - Bufizred Mema mingetty 1731 1 0 1731 sleeping 0.00
&Cached Memory % mingetty 1730 1 0 1730 sleeping 0.00
---@Free Memary % mingetty 1729 1 0 1729 sleeping 0.00
----&Used Memaory @ login 1728 1 0 1728 sleeping U.UO@
= Swap Memory e == BT
+-Network
+-Partition Usage [C] Tree L All Processes ¥ J l Befrezh J l J
----%F’mcess Caontraller
----%F‘mcess Count Application M Total Numb
- cation Memo —Total Number
+--@Iocalhost o E
| [l “ln
| 94 Processes | Memory: 371348 KB used, 143024 KE free | Swap 0 KB used, 1036184 KE free
[TEXLCOIL, PArdyrdprn o, s o Lomamrr == [ L TOA 2803 e L ] [=]] I [ATTae T = [FTT_3Tae_ TETTHTdLE
s nosnsae TEEIEEE- = hesle om v B0 1< TLO==+)
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Exercise: Using KDE System Guard

1. Start KDE system guard via the System -> Info -> KDE system guard
menu

2. Select the “System Load” tab

3. Right-click on one of the four charts and select “Remove Display”
from the pop-up menu

4. Expand the sensor browser view in the left-hand pane and locate the
“Application Memory” sensor

5. Drag the sensor into the unused chart area and create a chart of type
“Signal Plotter”

6. Drag the “Free Memory” sensor and add it to the chart

7. Remove one of the other four charts. Drag the “Process count” sensor
into the unused chart area and create a chart of type “Multimeter”

8. Create and customise some other charts of your choice
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Observing memory statistics with virst at

« vnstat displays virtual memory statistics
The first line shows averaged

VIS 2 g e 2 11 values. Subsequent lines show
update every 5 seconds ' 9 :
values per 5 second interval

$ vnstat 5

procs --------- menory---------- -swap- ---i0---/ --system- ----cpu----
r b swpd free buff cache si so bi b I N CS us sy id wa
1 O 0 99932 59724 216108 O O 58 23 1050 446 5 1 94 O
0O O 0 99932 59724 216108 O 0 0 6 1016 282 0 1 99 O
0O O 0 99932 59724 216108 O 0 0 0 1014 266 0 0 100 O
0O O 0 99932 59724 216108 O 0 0 0 1014 271 0 0 100 O

Kbytes of memory which is interrupts o :
swapped out / free / used as 70 CpU time user
buffer space / used as cache disk traffic infout |/system/idle
No. of processes swap traffic infout Context switches
ready / blocked ¢« OSaS F 4
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proci nfo

 Another tool for summarising system load!

$ procinfo
Li nux 2.4.21-99-default (root@386.suse.de) (gcc 3.3.1 ) #1 1CPU [snowhite.]

Menory: Tot al Used Free Shar ed Buf fers Cached
Mem 514372 423056 91316 0 60480 218392
Swap: 1036184 0 1036184

Boot up: Tue May 11 14:52:26 2004 Load average: 0.14 0.10 0.09 1/98 2835

user 0: 04: 45. 36 5.0% page in : 229056 disk 1: 13882r 7462w
ni ce 0: 00: 00. 00 0.0% page out: 102313

system 0: 01: 01. 94 1.1% swap in : 1

I dl e 1:30: 03.11 94.0% swap out: 0

upti nme: 1: 35:50. 39 context : 2834201

irg O: 5750407 timer irq 7: 1

irqg 1: 2210 keyboard irqg 8: 2 rtc

irq 2: 0 cascade [4] irq 9: 702 acp

irqg 3: 1 irg 10: 11217 et hO, usb-uhci, Q2 M
irq 4: 1 irq 12: 197160 PS/ 2 Muse

irg 5: O usb-uhci irq 14: 22281 ide0O

irqg 6: 2 irgq 15: 55621 idel




Other tools for summarising system load

« There are yet more tools for summarising system load

- Keep in mind that most of these are simply presenting information read
from the / pr oc file system

— uptinme: Report how long system had been up, and load average
- free: Report virtual memory info

- netstat: Reports a great deal of information about active network
connections, routing tables, network traffic, etc.
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Monitoring disk space

« Monitoring
disk space
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Showing free disk space with df

Disk usage reporting with du

Showing free disk space with KDi skFr ee
Showing disk usage with KDi r St at




Showing free disk space with df

« df reports the used and free space on all mounted filesystems

$ df
Fil esystem 1K- bl ocks Used Avail abl e Use% Mount ed on
/ dev/ hda3 10305376 5710432 4594944 56% /
t npf s 257184 0 257184 0% / dev/ shm
/ dev/ hdal 8192860 2103084 6089776 26% / mt
/ dev/sr O 246624 246624 0 100% / nedi a/ cdrom
* Options include:
Option Meaning

" Show sizes in human-readable form (e.g. 234M, 2.2G)

) instead of in 1Kbyte blocks

- Show inode usage instead of disk block usage

T Show file system type
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Disk usage reporting with du

e du reports the disk space (1K blocks) used by all directories within a
specified directory

# du /lib | sort -nr | head -5

68079 [1ib

59611 /11 b/ modul es

59563 [1i b/ modul es/ 2. 4. 21-99-def aul t

42826 [ 11 b/l modul es/ 2. 4. 21-99-def aul t/ ker nel

31979 /11 b/ modul es/ 2. 4. 21-99-def aul t/ kernel /drivers

# du -sh /1iDb
67M /11D

« Options include:

Option Meaning

" Show sizes in human-readable form (e.g. 234M 2.2G)
) instead of in 1Kbyte blocks

-a Show counts for each individual file, not just directories
-S Show only a total for each argument
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Showing free disk space with KD skFr ee

« KDiskFree (kdf) is a graphical version of df

Eile Settings Help

lcon | Device |T1_.rpe | Size Mount Point Free Full % | Usage |
¢ Idevicdrecor... auto M/A /media‘cdreco... 0B MIA
v Mdevicdrom  auto MR mediafcdrom 0B MR
¢ Mdevided auto N/A /media/dwd 0B A
4 idevido auto MN/A /mediafloppy 0B MiA
[] devhdal 7 7.8 GB fmint 58CGB  257%
4 idewhdal reiserfs 9.8 GB ! 44GE 554%
|: idewisr 7 2408 MEB  /mediafcdrom 0B 100.0%
[&] tmpfs ? 2512 MB  /devishm 251.2 MB 0.0%
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Showing disk usage with KDirStat

« KdirStat shows a tree structured view of disk usage along with a
stunning graphical representation

¥ chris - KDirStat - Directory Statistics

File Edit CleanUp Treemap BReport Settings Help

AOW  NO A E @ x QK

MName | Subtree Percentage | Percentage | Subtree Total |Owr1 Size | ltems | Files | Subdirs ||1|
- [Echris [ — 26.3% 394MB  14kB 134 129 5
| lgerontius.mp3 | 21.2% 7.6 MB

| Ibarber_adagio.mp3 | — 17.1% 61 MB
- lelaire_de_lune.mp3 ] 15.0% 53MB

- Ipavane.mp3 ] 14.8% 5.3 MB
| Jeopland_fanfare.mp3 | 9.9% 3.5MB
| ldeath_of_ase.mp3 | | 9.58% 3.5MB
| Jarabian_dance.mp3 1 7.2% 2.6 MB
- lsugar_plum.mp3 —1 5.0% 1.8MB |§|

«l alll

Phomea‘chri siwebsitesichris/music
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Log files

« Log files

iIctzinnovation

Log files

Key log files

The sysl ogd logging service
Facilities and levels for sysl ogd
Examples of rules in sysl og. conf
Service-specific log files

Watching log files grow with tai |l -f
Log file analysis tools

Rotating log files

| ogr ot at e configuration file




Log files

« Many services report their activities by writing to log files

- In conformance with the FHS standard, most log files are in / var/ | og

- Some services can be configured to control the level of detail that they
log

« Some log files are over-written each time the service starts

« Some log files are appended to and will grow without limit
- Use | ogr ot at e to manage these

 Log files have several purposes

- Investigate why services will not start up or operate correctly
- Investigate abnormal conditions / configuration errors
- Intrusion detection

- Gather usage statistics (especially for web, ftp, mail services etc)

iIctzinnovation



Key log files

Log file Content

Contains boot-time messages from the kernel and reports of
service startup. It is overwritten each time the system is booted

Contains failed login attempts. This is a binary file and should be
examined with the command fai | | og

/ var /| og/ boot . nsg

/var/log/faillog

/ var /| og/ war n Various warning messages

Startup messages from the X server. Look in here if X will not
start. Overwritten each time X is started

/ var /| og/ XFree86. 0. | og

fvar/l og/ XFree86. 1. | og PitLon B4t E%Fgﬁpll% 9 IThe kernel and many services log to
/ var /| og/ messages here

/var /1 og/ sanba/ | og. snbd Log file for the samba file server

[ var /| og/ sanba/ | og. nnmbd Log file for the NETBIOS name server

[var /| og/ apache2/access_| og | Access log for the apache web server

[ var/| og/ apache2/ error_| og Error log for the apache web server

/[ var /| og/ cups/ access_| og Access log for the cups print server

[ var/ | og/cups/error_| og Error log for the cups print server

[var /| og/ mai | Contains messages from the postfix mail delivery agent
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The sysl ogd logging service

« Many services log messages through the daemon sysl ogd

« Messages are identified by

- A facility: Which subsystem the message came from

- Alevel: How important the message is

« Thefile/etc/sysl og. conf determines what syslog will do with each
message based on its facility and level. Messages may be:

- Appended to a file
- Written to a device

- Forwarded to sysl ogd on some other machine. This is useful for
consolidating logs on a single machine.

- Written to a user

« Messages can be sent to more than one destination

 sysl ogd prepends a timestamp and the hostname to each message

S S
< © ! 4
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Facilities and levels for sysl ogd

« Entries in sysl og. conf consist of rules in the following format:

@aci I i}ty. I evel‘\ act ifn ]
One or more of: One of: What to do with the message:

aut h debug [ sone/file append to file
aut hpriv info A leading '-'
cron notice means

daenon war ni ng do not force the
kern err file to be flushed

to disk every time

LQ{| ;{;:t [ dev/ consol e  write to device
@ost nane Send to sysl ogd
news ener g e h
sysl og * = gl | on specified nost
user nane Write to specified
user none
user
uucp
| ocal 0 - | ocal7 \

Messages at or above the
given priority will be logged
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Examples of rules in sysl og. conf

« Here are some examples of rules in sysl og. conf

*.crit [ var /| og/ war n

mai |l . * -/var/ 1 og/ mai |
*.*.;mail.none; news. none -/var/| og/ nessages

*Lx @ oghost

news. err -/var/ 1 og/ news/ news. err
*.alert r oot

« |f the configuration file is changed, sysl ogd can be made to re-read it
by sending it a SI GHUP signal

# kill -SIGHUP $(cat /var/run/sysl og. pi d)
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Exercise: Configuring syslogd

« Add a line to sysl ogd's configuration file so that messages from the

| ocal O facility with priority noti ce are sent to the file
/[var/ | og/ notices

« Send a Sl GHUP signal to sysl ogd to force it to re-read the file

« Thel ogger command can be used to log a message via sysl ogd
from the command line (or from within a shell script)

« Execute the command:

$ logger -p local0.notice "This is a test of syslogd"
« Examine the file /var/ | og/ noti ces. Do you see the logged entry?
 Execute the | ogger command 4 more times (using command history)

« Re-examine /var/l og/ notices. How does sysl ogd handle
consecutive identical messages?
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Service-specific log files

Some services (especially the more modern applications) write their
own log files directly and do not use sysl ogd

« Examples:
- Apache (ht t pd)
- Samba (snbd and nnbd)

- Print server (cupsd)

« The names of these log files are determined by the configuration files
for the individual services

Standard SuSE linux configurations conform to the Filesystem
Hierarchy standard and put their log files under /var/ | og
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Watching log files grow withtai |l -f

« Thecommandtail -f isuseful for monitoring log files as they grow

- Shows tail of file then waits and shows any lines appended to the file

« Open two terminal windows

- In one window, as root, run t ai |

==

-f /var/l og/ nmai |

- In the other window, as tux, send a mail message:

$ mail -s testing tux
this is just a test
"D

« Look at the output fromtail -f

- How many lines were appended to the file?

- Which service wrote them?

« Enter ~C to quit from tail
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Do now!




Log file analysis tools
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Administrators prefer not to read log files routinely

Tools exist to monitor log files automatically

Usually configured to look for regular expression matches within the file

Can generate mail or otherwise alert the system administrator

Examples: (none of these ships with SUSE linux)

swatch One of the earliest tools; written in perl

logsurfer A later tool; see ww. cert. df n. de/ eng/ | ogsur f

logrep Monitors and consolidates log files and generates HTML
formatted reports. See | ogr ep. sour cef or ge. net

analog, wwwstat, wusage: Tools for summarising apache access logs

sawmill A commercial (i.e. not free) tool for summarising logs,
especially web traffic. See www. sawmi | | . net




Rotating log files

« Without intervention, many log files will grow without bound
- Much of the data is too old to be useful

* Rotation of logs divides them into files of manageable size and keeps
only the most recent

« The utility | ogr ot at e automates this process

- Automatic rotation, compression, removal, and mailing of log files.

- Each log may be rotated daily, weekly, monthly, or when it grows too
large.

« Normally, | ogrotate isrun as a daily cron job

« Has its own configuration file specifying which log files to manage

- On SuSE linux this fileis / et ¢/ | ogr ot at e. conf; in turn this file
includes config files for the individual services in the directory
[etc/logrotate.d
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Rotating log files (continued)

 The existing log file is renamed with '-1' on the end

- The '-1' file is renamed '-2', and so on

- The oldest file is discarded or mailed

New file created —® sonel ogfil e

v

sonel ogfile-1

Y

sonel ogfile-2

\

sonel ogfile-3

v

File deleted or mailed
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| ogr ot at e configuration file

# sanple |l ogrotate configuration file 0
conpr ess _
Name of log file to manage
[ var /| og/ nessages { i .
rotate 5 g Number of old files to keep
WY How often to rotate the log

postrotate

Isbin/killall -HUP syslogd IRl EaeiE

endscri pt

} 4 Command(s) to execute after

the log has been rotated

[ var/l og/ news/ news.crit { l
fi)tZZt gogk < Rotate if_Iog Is bigger than this
ol ddir /var/l og/ news/ ol d y Where to put old log files
m ssi ngok . _
postrot at e - Do not report an error if the

Kill -HUP “cat /var/run/inrl0g fileis missing

endscri pt
noconpr ess

} << Do not compress the old logs

—
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Quiz

« Name three tools for displaying system load information
« What command would you use to discover the cache size of the CPU?

« What command would you use to display the total number of disk
blocks used by the files in /et c?

* This line shows the column headings of which command?

Fi |l esystem 1K- bl ocks Used Avai l abl e Use% Mount ed on
« Which file is this line taken from?

*.*,mal | . none; news. none -/ var /| og/ nessages
 True or false?

- The files in / pr oc are stored in the root partition

- Apache writes its log file directly, it does not use sysl| ogd
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